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KoHourypuposaHue VLAN
ABTOMaTM3aLNA KOHpUrypmuposaHus VLAN
AnbTepHaTUBHbIE MapPLLPYTbl B BUPTYa/IbHbIX TOK&/IbHbIX C € T X
OrpaHNUEHNA KOMMYTATOPOB. .....ouuuriiiaiiiiiiitiisssesiss i ersss bbb bbb s

FnaBa 12. Ethernet ONEPATOPCKOTO KJTA C C @ iureieessneeessseessseessssssssssssssss sttt ssss s ssses 378
[BVKYLLME CUMbI SKCMAHCUM ETNEINE L ..ottt sss bbb bbb 378
O6nactu ynyyweHus Ethernet

Pa3feneHune agpecHbix MPOCTPaHCTB NO/b30BaTeneii n npoesaigepa
MapLupyTusaums, UHXUHUPUHT Tpadurka 1 0TKa3oyCcTONYNBOCTb
®YHKUUK 3KenyaTaunm, agMUHUCTPUPOBaHUA U 06CnyXnsaHus
®yHkunn OAM B Ethernet onepaTtopckoro Knacca
Mpotokon CFM
MpPOTOKON MOHUTOPUHIA KayecTBa coeguHeHuni Y. 1731...
CTaHfapT TecTMpoBaHus hrsnyeckoro coefnHeHus Ethernet
ViHTepdelic NOKaNbHOTO YNPABAEHUSA ETNEINET.........coooiivieerrieieessees s ssssssssssens
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MocTbl NnpoBaiigepa
MaructpanbHble MOCTbI NpoBaigepa
®opmart kagpa PBB
[IByXypOBHEBas nepapxusi CoegnHeHNM.
Monb3oBartensckne MAC-agpeca
MapLipyTusauus 1 0TKa3oycToinumBocTs B ceTsx PBB
MaructpanbHble MOCTbI NPOBaiifepa ¢ NOAAEPXKKOW MHXUHUPUHTaTpadnka

BOMPOCHI KHACTU T oot bbb bbb 397
UACTD IV, CETUI TCP /TP sttt 1t b bbb 401
Fnasa 13. Agpecauns B cTeKe MPOTOKONOB TCP/IP ..iiinniisnesisiesieas s sssiesssssssssssssssssssssos 402

CTpykTypa cTeka npotokonos TCP/IP
Tunbl agpecos cteka TCP/IP
®opmart IP-agpeca
Knaccol IP-agpecos...
Ocobble IP-agpeca
Vicnonb3oBaHne mMacok npu IP-agpecaumn
MopsAgok HasHaveHus IP-agpecos
LleHTpannsosaHHOe pacnpefesneHune agpecos
TexHonorus 6ecknaccoBoii Maplpytmsaunm CIDR..
OT06paxeHve IP-agpecoB Ha NOKa/bHbIE agpeca
Mpotokon ARP
Mpotokon Proxy-ARP
[JomeHHas cnyx6a umeH DNS
MpocTtpaHcTBO DNS-meH
CepBep, KAUEHT Y MPOTOKOM D N S .ot
Mepapxnyeckasa opraHmnsaums cny>xooel DNS
MTepaTtvBHan 1 peKkypcrMBHaa npoleaypbl paspeLleHns UMeHu
KopHeBble cepBepbl
O6patHas 30Ha
TTPOTOKOM DHCP ..ot bbb bbb bbb bbb
Pexxumbl DHCP
[unHamunyeckoe Ha3HaveHVe afpecoB

FnaBa 14. MPOTOKON MEXCETEBOTO B3AUMOAETACTBUA [P . ssssssssesssssssssssssssens 434
LR = 1T OO ORI
Cxema IP-mapLupyTtumsanmnm

ynpoueHHasa Tabnmua MapLupyTnsaumnm
Tabnumupbl MapLUpyTU3aL MM KOHEYHbIX Y3108
MpocmoTp Tabnumy, mapLupyTnsaLmmn 6e3 macok
MpyMepb! TabAML, MapLUPYTU3ALMN PASHBIX DOPMATOB . .....cuumurrrmresssressssssssssssssssssssssesssssssssssssesssssssnsens
VCTOUHMKM 1 TUNbI 3anuceit B Tabnue MapLpytusaumm
Mpumep IP-mapLipyTmsauum 6e3 Macok
MapLupyTtmsaumus ¢ UCnosib3oBaHNEM MacokK
CTpyKTypm3aLmsa CeTm Mackamy OAMHaKOBOW ANMHBI
MpocmoTp Tabnuny, MapLpyT13aLumn ¢ y4eTom Macok
Vcnonb3oBaHre Macok NepeMeHHOW ANNHBI.
CIDR v mapwpyTtusaumnsa
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®parmeHTauna IP-naketoB
MapameTpbl hparmeHTaLnm
MexaHun3m pparmeHTaLmm
Mpotokon ICM P
®opmar, TUMbI U KOLAbI ICMP=COOBLLEHUM.......rrvierriirssiisnesios ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssens
OwnbKa HeZOCTUXXMMOCTI y3na 1 yTuanTa traceroute....
Coo06LLeHMA 3X0-3anpocC 1 3X0-0TBET BYTUAUTE ping....

[naBa 15. MpPOTOKONbLI TPAHCMOPTHOTO YPpOBHATCP nUDP
MynbTUnIeKCMpoBaHUe 1 4eMyNbTUNNEKCUPOBAHUE NPUIOXKEHWA
MopThl
COKETblinissssisissssissssisieens
Mpotokon UDP n UDP-geritarpammebl
Mpotokon TCP TCP-cerMeHThl
Jlornyeckue coefMHeHns — O0CHOBa HagexxHoctn TCP
MeToabl KBUTUPOBAHUA
MeTof NpocTos UCTOYHUKA......
KoHUenums cKoNb3aLero oKHa....
Mepepava c Bo3BpalleHrem Ha N nakeTos
Mepepaya c BbIGOPOUYHLIM MOBTOPEHUNEM...
MeTop, cKo/b3sLero okHa B npotokone TCP
CermeHTbl 1 NOTOK 6aliTOB
Cuctema 6ythepoB npuv ayniekCHon nepepgaye
HakonuTtenbHbIA NPUHLMN KBUTUPOBaHUS
MNapameTpbl ynpasneHusa notokom sTCP

FnaBa 16. NpoToOKO/bI MapLwpyTnsaynm ntexHonorna SDN
O6Lve cBOICTBa M KnaccumKaLma NpoTOKON0B MapLLpyTu3aumum
Mpotokon RIP

MocTpoeHne TabnuLbl mapLpyTmMsalnm
Apanrtauma MapLpyTn3atopos RIP K U3MEHEHUAM COCTOAHUA CETU
MPUMEP 3ALIMKITUBAHUSA TTAKETOB ..ccvvovueriiiimerisissesissssssessssssisss s ssts bbbt
MeTogbl 60pb6ObI C TOXHBIMU MapLUpyTaMu B NpoTokorne R P
Mpotokon O SPF
[lBa aTana nocTpoeHus Tabnuubl MapLupyTmsaLnm
MeTpuKu....
MapLpyTtnsaums B HEOLHOPOAHbIX CETAX
B3aumogeiicTBMe NPOTOKOMOB MapLLpPyTM3aLum
BHYTpeHHMe 1 BHeLLHKE LWI030Bble MPOTOKO/IbI
TTPOTOKOJST B G P ..ottt 88
lpynnoBsoe BelaHne
CraHfapTHas mofenb rpynnoBoro sewanus 1P ...
Afpeca rpynnosoro seljaHuns
Mpotokon IGMP
MpUHUMNBI MapLpyTU3aunmn TpapuKa rpynnoBOTO BELLAH M A ... risiissssssissessessssssssssssees
MporpammHo-onpeaensemslie cetu SDN
HepocTtaTku TpaguLUMOHHOW Mogeny MapLupyTu3awnmnm
MpoToKon aBTOMAaTUYECKOro pacrno3HaBaHus cBs3eil BDDP
BupTtyanusaums ceteBbix QyHKUMA: NFV
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fnasa 17. IPv6 kak pa3sutune cteka TCP/IP
McTopryeckne npeanocbiIKu..
Cucrema agpecauuu IPv6
Otnnune ot IPv4
Tunbl agpecos IPv6
VIHAMBULYATIBHBIE BIDECA . ..couuivieeuriesssaeiesssissssssessss s ssss s
[pynnoBble agpeca
TvnunyHbIl Habop agpecoB UHTepdelica IPv6
®opmar naketa IPv6
OCHOBHO1 3aro/10BOK.....
[lononHuTeNbHbIE 3ar0N0BKU...
CHWXeHMe Harpyskun Ha mapLupyTusaTopsbl
MpoTtokon o6Hapy>keHus cocepeli Neighbour Discovery
3agaun NPoToKOa ND U NPOTOKON ICMPVG ...ttt
CoobuweHusa npotokona N D
MpoBepka Hannuma gybnnkarta agpeca ¢ nomowsto npotokona ND . . ........
Pa3peweHue agpecoB B IPvV6
Mpouecc agantauun sepcuun IPv6
Temnbl Murpauumn
Mpo6nema MHTerpauun ceTeli pasHbIX TEXHOOTUIA.
[IBOiHOW CTek, TpaHCNALMSA, TYHHeNnpoBaHue
Cnocobbl cOCYLLECTBOBAHUSA CETEM IPVA N IP VB ... e msssssssssss s sssssss s

BOMPOCBHI KHACTU TV i sttt bbb 574

YACTb V. TMOBANTbHbIE KOMTMBbKOTEPHBIE CETW...

TnaBa 18. OpraHn3aLmnsa N YCNYTU TNOBANBHDBIX CETE M couccrriieeserssmssssssssessssissssssssssssssnsss sessssssnsssssssssnns 583
CeTun onepaTopoB CBA3N
Ycnyrun oneparopoB CBA3U
TTOTPEOMTEIIM Y CITY T ettt is s
MHpacTpykTypa
TeppuTOpusa NOKPbLITUA :
B3anMOOTHOLWEHMA MeXy onepaTopamun CBs3un
OpraHusauns MiHTepHeTa
MHorocnoliHoe npescTaBfeHe TEXHONOT NI 1 ycnyr rnobanbHbIX ceTei
MHOroypoBHeBBIl CTEK TPAHCMOPTHbIX MPOTOKO0B
TexHonorMmM nycnyru r3ny4ecKoro ypoBHs
TexHONorMn Nycnyrn ceTein KOMMyTaLMn NakeTos
Mogenu mexxypoBHEBOro B3aMMOJelCTBMSA B CTEKEe NPOTOKONOB rNo6anbHOl ceTu
O6nayHble cepBUCHI
KoHuenumsa o6nayuHbIx BbIYMUCIEHUI
OnpegeneHve obnavyHbIX BbIYUCNEHN
Mogie/in CEPBUCOB OBTAUHBIX CEPBUCOB......uivuiiiiirriississsssssss s ssss s

FnaBa 19. TpaHCNOPTHbLIE TEXHOOTUMN TNOBANMBHBIX CETE M civvciinniicrs eorrerissneseissssssssesssssssssssssssssssssssessans 605
TexHonornm BUPTYaIbHbIX KAHATOB — OTX.25 K MPLS ..o s 605
MpyHUMNBLI paboTbl BUPTYasIbHOTO KaHana

AP heKTUBHOCTb BUPTYasIbHbIX KAHAN0B
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TEXHOMOTUA X.25 oottt et b
TexHonorusa Frame Relay
TexHonorma ATM ............
TexHONorMm ABYXTOHEYHbIX KaHaNoB
Mpotokon HDLC
Mpotokon PPP.....
TexHonoruun goctyna....
Mpo6nema nocnegHen mmnm
KoMMyTMpyemblii aHanoroBbIiAi 4oCTyn....
ML O LB MBIttt bR
TexHonorma ADSL
MaccuBHbIE ONTUYECKNE CETU ......

lnaea 20. TexHonorua MPLS...
ba3oBble NpUHLUMMbLI 1 MexaHn3mbl M PLS
CoBMellleHMe KOMMYyTaL M1 1 MapLupyTusagmm
Myt KOMMyTaLUKN NO MeTKaMm
3aronosok MPLS nTexHonornm KaHanbHOro ypoBHS
Crtek MeToK
MNpotokon LD P
VIHKVHUPUHT TRPAMUKA B IM P LS ..ottt st
MOHWTOPUHT COCTOAHUSA nyTen LSP
TectupoBaHue nytein LSP
TpaccupoBka nyTeid LSP
MpoTtokon fByHanpas/fieHHOr0 06HapPYy>XeHNs OLLMGOK NPOABUXEHUS.
OTkKa3oycTonunBocTb nyteit BM PLS
O6Lan xapakrepuctnka
Vcnonb3oBaHWe nepapxmm MeTOK AN BbICTPOI 3aly U Thl
BUpPTYyasibHbIE YACTHBIE CETU HA BA3E IMPLS ...ttt
O6uwue ceolictea VPN
CraHpgapTtusauunsa ycnyr VPN BTOpPOro yposHsa
TeXHONOTUA MPLS VPN BTOPOTO YPOBH A c.ouiiiieiirieesseeisesisseessesssssss s esss s sessss s sssssas

BOMPOCBHI KUACTU V .ooiiiiieiits e tse it b1t 668

YACTb VI. BECMMPOBOAHAA MEPEAAYA JAHHDbIX....

naBa 21. TEXHONOTUWN PU3NYECKOTO YPOBHA BECMPOBOAHBIX CE TE M coveerrmereveesrssseessssssssssssessssssssssssenns 672
becnpoBofHble IMHUK CBA3 MK
MpenmMyLecTBa 6eCNPOBOAHbIX KOMMYHUKALWIA..
[vnana3oHbl 31eKTPOMarHUTHOTO CrekKTpa
PacnpocTtpaHeHne 3N1eKTPOMarHUTHbIX BOJIH...
bopbba ¢ nckaXeHnsAMU curHana B 6ecnpoBOAHbIX TMHUAX CBA3N
NnueHsnposaHne
AHTEHHbI
Mpuem n nepefayva ¢ UCNONb30BaHNEM HECKONBKUX @HTEHH (MIM O). ..o
KoHurypaumm cuctem ¢ HeCKONbKUMN aHTEHHAMM....
lMpocTpaHCTBEHHOE pasHeceHue
dopmupoBaHmMe fuarpaMmbl HanpPasAeHHOCTU U NpeABapuUTeIbHOE KOAUPOBAHME. ... 686
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MpocTpaHCcTBEHHO-BPEMeEHHOe KoampoBaHue (STC)
MpocTpaHCTBEHHOE MyNbTUMNEKCUPOBaHue (SM)
TEXHNKA PACLUMPEHHOTO CTTE KT Blcuuuiieuiiieiiiisesissseisses st st ass s bbb bbb s
PaclumpeHure cnekTpa ckaukoo6pa3Hoii NepecTpoikon Yactotel FHSS
Mpsimoe nocnegosarefibHoe paclimpeHne cnektpa D SSS
MHOXeCTBEHHBIN AOCTYN C KOAOBLIM pasgeneHnem CDMA....
OpToroHanbHoOe YacTOTHOE MY/bLTUMNNIEKCUPOBaHMe

fnaBa 22. becnpoBOfHble NOKa/IbHble N MepCoHaNbHble CeTU
OcobeHHOCTH cpefpbl 6ECMPOBOAHbIX TOKaNbHbIX CETEA ...
BecnpoBogHble nokanbHble cetu IEEE 802.11
Tononorum nokanbHbIX ceTeli ctaHhapTa IEEE 802.11
Crtek npotokonos IEEE 802.11
CraHfgapTbl PU3NHECKOro ypoBHS
dopmar kagpa
Mpouenypa NpucoeMHEHNSA KCeTu
YripaBneHNE NOTPEONEHNEM THEPTUIM ..o ssssssssssssess st sssssss
PacnpefeneHHblli pexum goctyna
LleHTpann3oBaHHbI/ pexum gocTyna
MepcoHanbHble ceTn 1 TexHonorus Bluetooth...
Oco6€eHHOCTM NepcoHanbHbIX ceTe i
APXUTEKTYPA BIUETOOTN ...ttt
Mownck 1 CTbikoBKa ycTpoiicT Bluetooth
dunsnyeckuin ypoeeHs Bluetooth

naBa 23. Mo6uNbHbIE TENEKOMMYHUKALNOHHbIE Ce TU

YctaHOBMEHWE CoeUHEHNA..
dcTaheTHas nepepaya
YnpasneHne MO6UNbHOCTbIO
Mo6unbHble ceT NepBbIX MOKONEHWA
Apxutektypa cetn GSM
OpraHusauma paguogoctyna scetm GSM
MaoeHTndukauma aboHeHTa ntenetpoHa
MapupyTtrsaumsa npu BbI30oBe MOOWNbHOrO aboHeHTa
JcTadeTHas nepefayva BceTax GSM
Mepefayva KOMNbIOTEPHbLIX faHHbIX C MOMOLLBIO YCAYTN GPRS ..o 734
Mob6unbHble ceTy TpeTbero nokoneHna UM TS
YeTBEPTOE MOKOMEHNE MOOW/bHBIX ceTeit — ceTu LTE
OcobeHHocTM ceTeli LTE
Apxutektypa cetu LTE
PagnonHTepdeiic LTE
Mepegayvaronoca s cetu LTE (Voice over LTE)
Mo6unbHbIii | P
Mpo6nema coxpaHeHUs agpeca
Mo6UnbHbINA IPV4....
Mo6UNbHBINA IPV6....
TIPOKCU-MOBUIIBHBIN TPV B ......ooviviiieiiiiniiiiieisisessss s s
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[TATOE MOKOMEHIUE 5G ..ot bbb bbb
HoBbIi B3rnsag Ha ponb MOGUNbHBIX ceTel
O6nactn npuMeHeHus ceteli 5 G
Buptyanunsauuns cetn 5G
PasnuyHble npeacTaBneHns apxuTekTypbl cetn 5G

HOBOB PAIMO ..o o

BHELPEHUNE U PABBUTUE CETEM 5 G ..ottt
BOMPOCHI KUACTU V | eciiiiiiiiiiiniiins it b bbb 763
YACTb VII. CETEBBIE MHPOPMALIMOHHDBIE C/TY XK B bl ...cosiiiisririinisisnssssisssssssss e 765

naBa 24. VIHhopMmaLMOoHHble CNyX6bl IP-ceTei
O6Lme NPUHLMMLI OpraHn3aLnmn ceTeBblX CyX6
BB = CITY MDA oeeuvevierie ittt et bbbt 48R48R
Be6- n HTML-cTpaHuubl
URL-agpec
Be6-KnueHT 1 Be6-cepsep ...
Mpotokon HTTP..............
®opmatr HTTP-coo6LeHunin
[unHamnyeckne Be6-cTpaHuLbl
MoutoBas cnyx6a
ONTEKTPOHHDBIE COOOLLLEHMSA...covoorriiiriieiisisisiis s is s
Mpotokon SMTP
HenocpeacTBeHHOE B3aMMO/ENCTBME KNINEHTa U cepBepa
Cxema C Bblfle/IeHHbIM NOYTOBbLIM CEPBEPOM
Cxema C ByMs NOYTOBbLIMU CepBepamun-nocpegHnKamun
Mpotokonsl POP3 n IMAP

[naBa 25. Cnyx6a ynpaBfeHNA cCeTb 10 .
®OYHKLUNN CUCTEM YNPaBNEHUS CeTbIO
ApXUTEKTYpa CUCTEM YNPaBEHUA CeTbIO....

AreHT ynpaBnsemoro o6bekTa....
[Byx3BeHHasi U TPEX3BEHHAsA CXeMbl ynpaBneHus
B3anmogeicTBue MeHekepa, areHTa 1 ynpasasiemMoro o6bekra
CuncTemsbl yrnipaBneHus ceTblo Ha OCHoBe npoTokona SNMP
Mpotokon SNM P
ba3a gaHHbIX MIB
Pexxum yaaneHHoOro ynpasneHus n npotokon telnet
TTOTOKOBAS TETEME TP MR cooeviveueieieisseessasessseesssssss st s s8££ 81 1 488888

BOMPOCHI KUHACTU V i st ittt s ettt bbb 799

YACTb VIII. BEBOMACHOCTb KOMMbIOTEPHbLIX CETEN

naBa 26. OCHOBHbIE NOHATUSA U NPUHLMMNLI MHHOPMALLMOHHON 6e30MacHOCTH
NaeHTUDMKaLNA, ayTeHTUDMKALMUA 1 aBTOpM3aLms.
Mogenn nHhopmaLMoHHOM 6e30nacHoCTU
Tpuaga «KOHUAEHLMaNbHOCTb, AOCTYMHOCTb, LLeNIOCTHOCTbY....
lekcapa MNapkepa....
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YA3BMMOCTb, Yrpo3a, ataka
Ywep6 1 puck. YnpasneHne puckamm
TUMBIE N TIPUMEPBI BT A K covvvereiuuiraessieessseseesseessesssesssesssess e sssesssesssessses s sssesssesssssssesssesssesssnsssssseesssesses s sssessssess seesssssnessanes
MaccuBHbIE W aKTUBHbIE aTaku
OTKa3 B 06cny>xmsaHnn
BHefpeHne BpeOHOCHbLIX NporpaMmm
Kpaxka nnyHocT, UL NHT
MEPAPXUA CPEACTB BALLLU Tl ..ciiriiiuiisirisiiis s sisssesis st bbb bbb bbb bbb
MPUHLMNBI 3aWUTbl MHPOPMALMOHHOW CUCTEM bl
Mopaxop ceepxy BHU3
3awunTa Kak npouecc
SlenoHnpoBaHHasa 3aLmTa...
CbanaHcnpoBaHHas 3aluta
Komnpomuccebl cuctembl 6€30MacHoCTH
LLingpposaHne — 6a3oBas TexHonorns 6e3onacHoOCTn
OCHOBHbIe NOHATUS U ONpefeneHuns
CUMMeETPUYHOE N POBAHHKE......
Mpo6nema pacnpegeneHuns Ko 4ve

Metog Andhu—XennmaHa nepegaymn CEKPETHOro KKYa No He3alWw LWeHHOMY KaHany......... 828
KoHUENMUMA aCUMMETPUUHOTO LUMMPPOBAHUS. ..coovvvevrerireiiesieesssesessssisse st sssss s st ssssssssssssssnes 830
ANrOpUT™M aCUMMETPUYHOTO LUMGPIPOBAHUA RSA ..ot sss st 832
Xew-thyHKUMN. OAHOCTOPOHHME PYHKLMU WngpoBaHus. MNpoBepka LeNOCTHOCT . .. nrns 834
[naBa 27. TexHONOIMN ayTeEHTUPUKALNW, aBTOPU3ALUN NYNPABAEHUA LOCTYMOM .oconererrerinnns 836

naBsa 28. TexHonornm 6e30NacHOCTN Ha OCHOBe aHanMs3a Tpaguka.

TexHonorMn ayTeHTUGUKaLum
dakTopbl ayTEHTUDMKaLMM YeoBekKa...
AyTeHTU(MKaLMA Ha OCHOBe nNaponei
AyTeHTU(MKaLMA HAa OCHOBe annaparHbIX ayTeHTU(hNKaTopoB
AyTEHTUDMKALMA NHDOPMALNN. INEKTPOHHAN MOLTMCD .ccvvvveveramerrissssssessssissssssssessessssssssssssessssssesssesns
AyTeHTU(MKaLMa Ha OCHOBE LU(POBbIX CEPTUDNKATOB
AyTeHTU(MKaLMA NPOrpamMMHbIX KOAOB
AyTeHTUrKauma nonb3oBarenein O C

TexHoNoOrMu ynpasneHusa 4OCTYNOM 1 aBTopu3auuin...
dopMbl NpeAcTaBneHUs orpaHuyeHnii goctyna
[VcKpeunoHHbI MeTo ynpasneHns 4OCTYNOM
MaHpaTtHbIli MeToA ynpaBieHus 0cTynom
PoneBoe ynpasneHve 4OCTYNOM
YnpasneHve AOCTYMOM B ONepPaLMoOHHbIX CUCTEMAX.......

LleHTpann3oBaHHble cUCTEMbI ayTeHTUDMKaL MK 1 aBTOpU3aLLmm

dunbTpaymns
Bugbl hmnbTpaumn
Mpasuna punsTpauumn mappyTmsatopos Cisco....
daliepBObl
dyHKUMOHaNbHOe Ha3HaveHne haiepBona
Tunbl daliepeonos
MporpaMMHble haiepBonbl XocTa
BnunsHme DHCP Ha pa6oTy haiiepsona
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lMpokcn-cepsepsl
®YyHKLUNN NPOKCU-CepBepa.
«MpoKcnmKaLmsy» NPUNoXeHnH
TpaHcnauna ceTeBbIX afpecoB
TpagmunoHHasa TexHonorna NAT
ba3oBas TpaHcnAuus ceTeBbIX afipecoB
TpaHcnaLma ceTeBbIX afpecoB 1 NOPTOB
Cuctembl MOHUTOPUHIaTPamuKka
AHanmnsaTopbl MPOTOKO/I0B
Cuctema moHuTOopuHra NetFlow....
CUCTEMbI OOHAPYIKEHNSA BTOPIKEHUIM...evrvvivrereaserscesssisseesseessssss s sssess s ssssssssss s ssssss s s ssssss e ssees
AyanT cobbITnii 6e3onacHoOCTH
TNoBble apXMTEKTYPbI CETEN, 3aLmLLaemMblx halieponamu

Jlornyeckas CerMeHTaL NS 3aLLNLLAEMOM CETU. . . . ooorerervieriieesessssssssssssss s sssssss s sssssss s sssssssens 897
ApXUTEKTYpa CeTU C 3alLMToi NepumeTpa 1 pasfeNeHNEM BHYTPEHHMX 30 H ..orcecrmnsresesnnnenns 900
naBa 29. ATakv Ha TPAHCMOPTHYIO UHPPACTPYKTYPY CETU coovvriirririncssisessesissssssssssessssssssssssssssssssssssssns 903
ATaKM HA TPAHCMOPTHBIE MPOTOKOIIBL.cuiiruiiiiiiiisissiisssssss s ss s bbb bbb bbb 903
TCP-aTaku

ICMP-ataku
UDP-aTaKku
IP-aTakW....conen.
CeTteBas pa3sefika
Atakn Ha DNS
DNS-cnyguHr.
Ataku Ha KopHeBble DNS-cepBepbl
DDoS-ataku otpaxkeHnem oT DNS-cepsepoB
MeTogp! 3awmTbl cny>x6el DNS
be3sonacHocTb MapLupyt1saummn Ha ocHose B G P
Ya3smMmocTu npoTokona BGP
MHUMAEHTLI ¢ NpoToKo/oM BGP .
TexHONornn 3aLunLLLEeHHOro KaHana
Cnoco6bl 06pa3oBaHuMA 3alLMLLEHHOrO KaHana..
Vepapxmsi TEXHONOMMIA 3aLLMLLEHHOTO KaHana
CUCTEME [P S @ C oo bbb
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YA3BUMOCTWN NPOrpaMMHOro Koja 1 BpefoHOCHbIE MPOrpaMmbl
YA3BMMOCTU, CBA3AHHbIE C HapYLUeHNeM 3aLLWTbl ONepaTMBHON NamsATh
TposiHCKWe nporpammbl
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Bupycsbl
MporpaMMHble 3aKnafku
AHTVBUPYCHbIE NPOrpammbl
BOTHET. ..o
besonacHocTb Be6-cepBuca
be3onacHocTb Be6-6pay3epa
MprBaTHOCTb N KY KM
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Yrpo3bl NpUBaTHOCTM NOYTOBOrO CepBUCa
AyTeHTUMKaumsa oTnpaBuTens...
LLingpoBaHme cofep>XXMmoro nncbma
3almTa meTafaHHbIX Nofib3oBarens
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ATaKN NOYTOBbIX MPUNOXEHWIA..
be3onacHOCTb 061a4HbIX CEPBUCOB
O6ayHble BbIYMCNEHNS KaK UICTOYHUK YTPO3bl
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